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Introduction

The Cigent Data Defense is a new approach to data security, one that complements existing
solutions and places the importance of protecting data above all else. Data Defense takes
concepts used in threat containment and continuous authentication and applies them as close
to the data stream as possible, bringing proactive protection directly to your data. Data Defense
allows users to safely and easily access critically important information, even if the system is
already compromised. The result is an unprecedented level of protection, detection, and
response to cyberattacks, insider threats, and lost or stolen devices.

Data Defense employs key concepts of the Zero Trust security model to ensure access to
protect all the way down to the file level. Users are presented with a step up authentication
challenge before accessing files based on the protection level and threat status of the host.

Discrete sensors are deployed to monitor suspicious network, system, and deception events for
indications of compromise. These sensors, along with ingested security events from Windows
Defender,™ and other leading endpoint and network security solutions, are fed into our Al-
based Analysis Engine. When the threat level is elevated, Data Defense responds by securely
locking files, blocking suspicious devices, or sending an alert to a SIEM or SOC.

Purpose

This document is a guide to help you quickly install and configure the Data Defense software so
you can see it working in your own environment. The guide describes each Data Defense sensor
and how to simulate their activation using manual steps or programs provided by Cigent. By the
end, you will have a good understanding of the power of Data Defense and its sensor network
and how it can complement your existing data security solutions.

Related Evaluation Material

Additional material in the form of sample files are available for download at the link below.
These items are referred to throughout the guide and can be used to replicate the steps for a
consistent result.

https://cigent.blob.core.windows.net/download/SampleFiles.zip
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Data Defense Basic Installation

The latest versions of Data Defense can always be found on the Cigent support site
(https://support.cigent.com). They can also be found on the downloads page of the Cigent
management console (https://central.cigent.com) if you have a subscription. Note that
activating Data Defense to a subscription enables additional features and capabilities not
covered in this tutorial. This tutorial will just be covering the features available in the stand-

alone version.

There are two types of installation packages available. The executable (EXE) is a user interactive
installation while the Microsoft Standard Installer (MSI) is typically used for remote
deployments requiring no user interaction. For this tutorial, we will be using the executable.

-

1. Double click the EXE to start the D TerC > e o e
installation. A
& Data Defense Installer v4.09.exe 3/5/2024 537 PM applicatio 3773 KB[y
8 Data_Defense_Installer_v4.09.msi
2. Select Yes on the User Account T x
Control popup. Do you want to allow this app to make

changes to your device?

z Data Defense

Verified publisher: CIGENT TECHNOLOGY, INC.
File origin: Hard drive on this computer

Show more details

[~
3. Click the checkbox and click =
\ by Cigent Technology Inc.
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4. Click Finish to complete the
installation. / Data Defense

") by Cigent Technology Inc.




www.cigent.com

Quick Start Wizard

1. Shortly after the installation
completes, a setup wizard will
appear that will guide the user
through basic setup of a Secure
Drive ( if present ) and folder
protection.

Click Setup standalone to begin.

2. If discovered, the setup wizard
will present an option to configure
a single secure drive.

Enter a password twice and click
Confirm.

3. Accept or change the Secure drive
size.

Change the Protection mode to
NOT be During threats. This
results in an Always secure drive
which will be used for this tutorial.

Click Confirm.

€ CIGENT

Get started

Setup with my business subscription

Setup standajone

€ cIGeNT

Your drive has been detected

e Cigent Secure SSD

833.0GB

Secure your drive

Zcicent

Your drive has been detected

Cigen
e 83306

G8

t Secure SSD

Protection mode
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4. You may optionally add protected

folders from the list of predefined
values or your own custom
locations. However, this tutorial
will not be covering this
protection feature.

Click Skip.

Click Confirm to complete setup
wizard.

To complete the setup, Data
Defense requests a step up
authentication. By default, the
authentication type is whatever
the current Windows Hello sign in
method is. Typically, this is
password. However, any of the
available options (Facial
recognition, fingerprint, etc are
supported.)

Click OK to continue.

€cicent

Secure your folders

Choose the folders you want to protect from cyber attacks. You
can add and remove folders later in the Folders tab.

&8 Desktop
& Documents
&8 Downloads

ol Music

Zcicent

Review and confirm your selections

You can review or update your settings in the Data Defense dashboard at any
time.

@ Cigent Secure SSD

83GB - Always

%, Protected Folders

€ cicent

©  Windows Security

Data Defense™

Authentication is required to Configure the Cigent SSDs

cigent

DESKTOP-T1K4HMW\cigent

More choices

|
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7. It may take a few minutes to
initialize the Secure drive. During
this time you may see Windows
display notifications regarding a
new drive being available.

8. Once complete, you should have
an Always On drive ( typically L: )
viewable in your File Explorer.

<€ cCIGENT

Initializing...

% Data Defense
v
== Local Disk (C:)
=
Al (unl 2)
& Always On (uni ({l:)fed) (L

& Network

7 items
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Understanding Invisible vs Visible Drive state

The first layer of data protection we will cover is invisible data. The secure drive you just
created is special in that it can be either visible or invisible to the operating system. When
invisible, all data stored on the drive is protected from threats like ransomware, malware and
even malicious insiders simply because it cannot be accessed. To gain access to data on the
drive, users can manually make the drive visible using step up authentication. As an additional
layer of protection, secure drives will also automatically become invisible if a threat is detected.
(More on this later.)

When a secure drive is invisible the drive appears to the OS as a small read only partition
containing only a convenient program (unlock.exe) to make the drive visible. When visible, the

full drive appears to the OS exposing all data stored on the drive. The drive letter remains the
same in both states.

1. Open Windows Disk |
Management, Windows Explorer
and Data Defense as shown. L Seuredrives

Show all &

Ba: (©) )
8112568 100 M8 81048 GB NTFS (BitLocker Encrypted) BMBF | 675MB
Online Healthy (EFI Syster | Healthy (Boot, Page File, Crash Dump, Basic Data Partition) | | Health: | Unallocated

= Disk 0 L] et ] I

= Disk 1 e
W Unallocated [l Primary partition

2. Click the toggle icon to change
the drive to Visible. Notice how
the partition appears in Disk LI
Management and Explorer and : =k
you can now see your data.

e m o

T ALWATS O (1)

-
Y T -~

'
£
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Understanding Always vs During Threat protection

Each type of data protection including secure drive, folder and file type in Data Defense
supports two modes, Always and During Threats. End users or administrators can choose the
option that best suits the level of protection based on the type of data being protected.

During Threats protection only requires step up authentication to access protected files when
the threat state of the endpoint is elevated. The threat state can become elevated by an
internal Data Defense sensor or by an externally integrated source. The standalone version of
Data Defense has a Trusted Network and Anti-virus sensor. If a sensor detects a potential
threat, users must authenticate each file access until the threat is remediated.

Always protection requires step up authentication to access protected files every time by
default. The File Reauthentication Frequency setting allows changing the access authentication
to occur after a predetermined number of accesses over a period of time. This greatly reduces
the impact on the user of accessing protected files while balancing the risk of unauthorized
access.

The use of Always protection and File Reauthentication Frequency is the recommended mode
of protection by Cigent.

In this section we will start interacting with files to see the file protection in action. You can
either use some of your own files or you can download the files used in this guide.

https://cigent.blob.core.windows.net/download/SampleFiles.zip

10
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1. Create a folder C:\temp and v [ ThisPC Naitie
copy SampleFiles.zip into it. v . Local Disk (CY Annual Report - draft - confidential.dock
Right click to Extract All. files. Installer Y billingarse
Change location to C:\temp. Intel ) Confidential Levell. docx
When complete, you should PerfLogs Confidential Level2 doc
have a HighlyConfidential folder Program Files | Confidential Level3.docx
in C:\temp, Prograrm Files (x85) ~| Confidential Level.docx

v B temp | Confidential LevelS.docx
nghlyCDnﬁ({‘jnal & fud pof

o [ fwa pof
i SampleFiles.zip

[5) o pdf
Users
|4 milb.pdf
Windows
= nba.pef
@ Always On (unlocked) [L:)
E-I nfl.pdf
 Metwork
|4 pgaMasters.pdf
2. Make sure your Always On W i
. . .- . v B Local Disk (C) & Lockexe
Secure Drive is Visible and the e _
. . . Installer HighlyConfidential
copy the HighlyConfidential -

folder to L:\. PerfLogs

Prograr Files
Program Files (x88}
~ temp L}
HighlyConfidential
i SampleFileszip
Users

Windows

v & Always On (uniocked) (L)
HighlyCenfidential

M Netwnrk

3. Open Data Defense -> Settings. e
Change the File
Reauthentication Frequency to

DASHEOARD DRIVES FOLDERS

2. The changes the requirement Settings
to aUthenticate from eve ry time (4 File Reauthentication Frequency ()_ 2 Files
to every third time. 7 et e 5 st

_ Allow OneDrive to sync locked files without authentication

HighiyContidential

4. In Windows Explorer, navigate T IR
to L:\HighlyConfidential. Double- W o]
click to open Confidential
Levell.docx. Since this is the
first file being opened today,
authorization is required. Notice
the name of the file and
requesting application is
indicated letting the user know

11
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what is accessing the particular
file.

5. Enter your credential and the
file will open.

1off]

To Our Stockholders

Strategic Highlights
Financial Highlights
Operating Highlights
Looking Ahead

6. Double click on Confidential
Level2.docx. Notice the file
opens without authentication.
This is because you set the
reauthentication frequency
greater than zero.

= | Confidential Level2doex - WordPad

Werdpad does ot suppert 3l of the festures of

[ ! B

To Our Stockholders

Strategic Highlights
Financial Highlights
Operating Highlights
Looking Ahead

7. You can see how many pre-
authenticated file access you
have left by right clicking on the
Data Defense tray icon.

Sign In
View Dast

View Settings

8. Open Confidential Level3.docx
and then open Confidential
Level4.docx. Upon attempting to
open Confidential Level4.docx,
you are again required to
authenticate because you had
no remaining pre-
authentications.

0] ™ toe —
v Windows Security "
Name
‘annuall - Data Defense™
1 billing  Authorization is required to allow access of "Confidential
==, Leveld docx”
—| Confide
Y Confide  BY: Windows Wordpad Application
| Confide :
- cigent
—| Confide >
- |
| Confide
(&) fudpaf  DESKTOP-TIKAHMV\cigent
2 fwo,pef
®m w.pdf Mare choices
&) mib.pdl
|&] nba.pdf
[&] nftpdf AT RRA AT P Adoke Acronat 1l

12
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Understanding threat sensors and their impact

As mentioned earlier, the threat state of Data Defense is determined by its sensors. These
sensors are either internal or external. The standalone version of Data Defense has two sensors
available, Trusted Network and Anti-virus tethering. Additional sensors are available with the
Data Defense subscription and are not covered in this guide.

The Trusted Networks sensor (inactive by default) looks for connections to newly connected
networks and increases the threat level of Data Defense until the user trusts the network. This
can occur if a user joins an open wifi network at a coffee shop for example. Users can also not
trust a network leaving the threat state elevated for increased file protection.

The Anti-Virus tethering sensor monitors the state and status of the active anti-virus application
in Windows. If the anti-virus program detects a virus or becomes disabled, Data Defense with
elevate the threat level.

When the threat level is elevated by a sensor, the following occurs:
1. Always On secure drives are automatically made invisible.
2. During Threat secure drives are conditionally locked based on the
settings in Data Defense.
3. The Remaining pre-authentication count is reset to zero.
4. Files on During Threat secure drives or in During Threats folders will
require authentication for each file access.

In the follow section, we will trigger the Data Defense Anti-virus sensor to see the effect.

1. Open files on the Always
On secure drive so you
have at least 1 pre-
authentication remaining.

Sign In

View Dashi

View Settings

Remaining au

& ¢ 0 5

2. We will assume Windows : _
Windows Security - No actions needed,

Defender is the active i

anti-virus. If you are using

something else, you e g b=
L

should be able to

14



www.cigent.com

accomplish the same but
the steps will vary.

Open Windows Security
control by clicking the tray

icon.
3. Click Virus & threat Windous Securty
protection
Security at a glance
| @ ats pening with the secur
ke nee:
Q0
(i
B8
o
4. Select Manage settings
; O Virus & threat protection
Protection for your device against threats.
®
19 & Current threats
;)] Juick s
B8
0
Quick scan
® Scan options
rcéﬁ%
Allowed threats
o] Protection history

% Virus & threat protection settings

No action needed

Maj.:lge settings
e

5. Click on the toggle to turn Windows secury

off the real-time (_ % Virus & threat protection se
protect|0n . \:' ew and update Virus & threat protection settings for |
[ Antivirus.
10
e Real-time protection

Locates a

15
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6. Select Yes.

User Account Contro|

Do you want to allow this app to make
changes to your device?

‘ Windows Security

Verified publisher: Microsoft Windows Publisher

Show more details

7. Returnto the Data
Defense dashboard on
notice the red banner
indicating the elevated
threat state due to the
Antivirus sensor.

Also notice that the
Always On secure drive is
now locked ( safeguarding
the files on the drive. )

< CIGENT

DASHBOARD FOLDERS

DRIVES

Microsoft Defender Antivirus seems to be disabled

from the Sensors page.

Secure drives

Protected folders

Protected folders

Mot configured

= Local Disk (L) o +
5= 2 (J > ThisPC > LocalDisk(L)
ia] Sert
4 Downloads me
3 Documents & Unlockexe

e Local Disk (C3) ‘
= Local Diskyl:)

HighlyConfidential

ﬁ i This alert 15 generated when Microsoft Defender Antivirus appears to be disabled or its signatures are out of date. You
cannot clear this alert, however you can disable the antivins status check by disabling the *Anti-Virus Tethering' sensor

Sensors ©]

Trusted Network

Anti-Virus Tethering
Threat detected

x
Upgrade your account to get more
sensor protection
(%) Data Deception
(2) Removable Storage
() Network Deception

8. Notice the Data Defense
tray icon is now red
indicating an active threat.
Right click on the icon and
also notice the remaining
auths is reset to 0.

16
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9. Re-enable the real-time
protection.

windows Security

View and update Virus & threat prote

m Antivirus.

e Real-time protection

Y,

% Virus & threat protecti

10. Notice the Data Defense
dashboard threat state

returns to Standing guard.

DASHBOARD DRIVES FOLDERS

Standing Guard
We are protecting your sensitive data

Secure drives

e Cigent Secur...
(©)]

Protected folders

& Protected folders

Not configured

11. Unlock your Always On
secure drive manually.

Protect files with firmware locking. the highest level of protection

e' Cigent Secure SSD

b ] W

Secure drive
Protection Mode  Shaw in File Explorer

Always t: ) nvisisLe

Sensors ®
jtui'EEl Network 5
Anti-Viriss Tethering :

X

Uparade your account to get more
sensor protection

(Z) Data Deception

Secure drives

Protect files with firmware locking. the highest level of protectic

@ Cigent Secure SSD

ToTAL

Secure drive (L))
Protection Mode  Show in File Explarer

® o weme

Always

17
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Cigent firmware features

So far, we have covered the first three layers of data protection provided by Data Defense
when combined with a supported SED to create Secure Drives.

1. Invisible data

2. Step up authentication

3. Threat sensors and response

Although these protections are strong, they are primarily enabled in software which a
sophisticated adversary could attempt to bypass or find a vulnerability. For example, should a
threat actor gain administrative control of the host, they could disable Data Defense and its
components. If the secure drive was currently unlocked, the data would be accessible.

That is where the Cigent firmware enhancements come into play to close those threat vectors.
The three firmware features available in the Cigent Secure SSD are:

1. Erasure Verification

2. Keep-Alive heartbeat

3. Command Log

Next we will examine and test each of these features to get an understanding of how they
work.

18
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Erase Verify

Secure data erasure is an important process for many commercial and governmental
organizations preventing classified information from unauthorized access. Short of costly and
wasteful physical destruction, users had to depend on outdated erasure programs originally
written for magnetic media. Solid State Drives require different methods of erasure to prevent
recovery by today’s advanced tools and technique. Cigent Drives support extended erasure
verification commands to check each and every mapped and unmapped block to verify the data
has been removed. Any blocks reporting data will result in an erasure verification failure. Once
Data Defense confirms the drive has been truly erased, it can be safely and securely reused.

1. Select Erase Verify from the menu | >ecure drives

Protect files with firmware locking, the highest level of protection

on the Drives page.

Secure drive (L)

Protection Mode  Show in File Explorer

@

Always

2. The resulting map displays the
logical blocks color coded as to
their state. The overall state of
the drive ( Erased or not Erased )
is indicated at the top.

DASHBOARD DRIVES FOLDERS

Of importance are the unmapped
blocks which may be missed by
some erasure programs and
processes. The process of erasing
a drive completely is beyond the
scope of the document but is
more easily tested using an
external drive.

3. Example after a successful data
erasure procedure.

19
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© Erasure Confirmed

M Erased User Blocks (0) W unerased User Blocks (0)
W Erased Unmapped Blocks (972) BUnerased Unmapped Blocks (0)

WFimware Blocks (18)

If you have questions on how best to accomplish complete data erasure, please contact Cigent
support for some guidance.

20
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KeepAlive

KeepAlive provides an extra layer of protection by creating a tighter trust connection between
the firmware (SSD) and the software (Data Defense). When enabled, a non-replayable
heartbeat continuously plays between Data Defense and the Cigent Secure SSD such that if the
drive fails to receive the proper response in time, the drives will automatically lock. This
prevents any chance a hacker could stop Data Defense protection once a drive is unlocked. This
makes it impossible to access the files on the Cigent Secure SSD without Data Defense running.

KeepAlive was automatically setup and enabled when you configured your Secure Drive.
Indication it is enabled can be seen on the secure drive panel:

Secure dr'\ges

Protect files with firmware locking. the highest level of protection

Secure drive (L)

Protection Mode  Show in File Explorer

Always

Since Windows caches a significant amount of file and directory information, testing Keepalive
can be a bit of a challenge just using windows explorer. The best method is using a simple batch
script to continuously write a test file to the secure drive and then stop the Data Defense
service. After about 30 seconds the script will no longer be able to write to the secure drive
because the firmware automatically locked it.

d, it will eventually fail to create new files.

21
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1. Ensure the Secure Drive is unlocked.

Bl This PC
« % Local Disk (<)
Installer
Intel
Perflogs
Program Files
Program Files (x25)
v temp
HighlyConfidential
5 SampleFileszip
Users
Windows
v & Always On (uniocked) (L:)
HightyConfidential

8 Netwril

Name
& Lockere

HighlyConfidential

Open Services application and
locate the Cigent service.

File Adion View Help

o HEaE ORI

Senvices (Local) | [[T51 Seniees Lol

Cigent

) Bluetooth Audio Gateway S Senvicesup... Running  Manual (Tig.. Lo
Bluctocth Support Service  The Bluetoo.. Running  Manusl (Tig.. Loc
R Manusl(Tig... Loc

Rur Adtomatic Lo

Manusl Ne

Running  Manuel Lot

Manus! Lo

Descripton  Staws  Startup Type

Manua

Running
2

Provides inf,

J CNG Key lsolation The CNG ke.._Runing

Right-Click on the row and select
Properties. Change all of the failure
actions to “Take No Action” then

Recovery

General LogOn

actions

Cigent Properties (Local Computer)

Dependencies

Select the computer’s response if this service fails. Help me set up recovery

click ok. Fistfaiure: Take No Action v
Second failure: Take No Action ~
Subsequent failures: Take No Action e
Reset fail count after: D days
[T Enable actions for stops with emors. Computer Ciptions
Run program
Append fail count to end of command line {fal=%1%}
Cancel Apply
- o
4. Create a batch file called | [— x | +
keepalivetest.bat on your C: drive Fle  Edit  View
with the following contents: T

echo "This is a test”

:start

copy test.txt L: /v
timeout 5

goto start

> test.txt

22
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5. Open a Command prompt B Administrator: Command Prompt - keepalivetestbat
(Administrator) and run batch file
and leave it running

6. Open another command
.. A
prompt(Administrator) and run the 8 s Command o
command ‘taskkill /f /IM
cigentservice.exe’ to forcibly
shutdown the Cigent Service.

7. Notice that soon the writes begin to
fail. This is an indication that the
keepalive timed out and the
firmware locked the drive. Windows
explorer may not even notice the
drive is locked until you attempt to
access it but eventually it will.

8. Restart the service using services
and reset the failure actions to
restart service.

9. Unlock the Always On drive using
Data Defense. (Note, you may have
to lock and unlock the drive twice
to return the drive to its previous
drive letter (L:)

Notice that after unlocking the
drive, the script is once again able
to write to the secure drive.

23
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10. Terminate the batch file using
Control-C.

24
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Command Log

Cigent Secure SSDs automatically store every command sent to the drive in a tamperproof
location in memory on the drive. Cigent Data Defense also periodically writes markers to the log
to indicate the activity was performed with Data Defense running and that the activity was
properly authorized. Commands are stored for all partitions including unsecured locations (for
example the C: drive.)

This command log can be used to audit drive activity to capture attempts to read information
from the drive without Data Defense possibly indicating attempts to circumvent file protection.
Further, the command log can be used to report on files accessed with or without Data Defense
running by mapping the accessed locations to the current file system layout. This can reveal
important information to investigators attempting to understand what was accessed or at least
attempted to be accessed.

Retrieving the command log would normally only be done during an forensic investigation or to
understand if a drive has been tampered with.

Command logs also form the basis for the machine learning ransomware detection capability of
the Cigent Secure SSD+ drive.

1. In Data Defense->Drives, select
Command Log. Secure drives

Protect files with firmware locking, the highest level of protection

| Cigent Secure SSD

:_Cr"ﬂ]ﬂt.“rcp

Secure drive (L)
Protection Mode  Show in File Explorer

Always @

2. Select Scan. NOTE: This process
can take 30 minutes or more. You
can always stop the process by
click Stop. Any data retrieved up
to that point will be viewable.

25
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3. Eventually, you will start to see Retrieving comman logs i may take 3 whie —
rows start appearing in the table
starting with the oldest dates
available.

<
<

Once data is displayed, you can
stop the retrieval, but it is
suggested you wait until it is
complete to see data from your
previous activities as a result of
following this guide.

4. Once complete a popup will Ccicent
appea r- C“Ck Ok. DASHBOARD DRIVES FOLDERS

‘Command log processing complete

ok

5. Scroll to the end of the table and

select a row that encompasses e ®
the times during which you were e

following this guide. Then click Command log audit
Generate. Afeced i Report

File reports are based on fil

6. Click Save after choosing the — R
report location and name. S — =

You will be asked to authenticate. .ot

~ Hide Folders Save

26
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7. Data Defense will then process
the command long and cross
reference the file system with the
access blocked to create an
affected file report.

< CIGENT b4

Generating command log réport.

8. Click Ok

Command Log Report Generated

9. Find and open the file ending in
csv_files.csv.

.

|_ Cigent Secure 550 _20240514_1300-20240514_1358.cov_files.csv

Lag®

|—' Cigent Secure 550_20240514_1 SW-ZGEJCIST-\:J_I 358.cov_ranges.csv

10. Search the file for “Levell”.
Hopefully you will see an entry
for the file used during this
evaluation.

B keepslivetestba Cigent Secure S5D_20240514 1300 X =+

File Edit View

MSEDGEWEBVIEW2 . EXE-BC2BIF3D. pf, Yes, {d833f5c5-53d9-46bd-b15d-4e7£29c6e23F},(,113789,100433,1,2024-05
124.0.6367.267_124.8.6367.119-B811418B. pf, Yes, {d833F5c5-53d9-46bd-b15d-4e7F29c6e23f]),C, 113800, 10843
LOG, Yes,{d833F5¢5-53d9-46bd-b15d -4e7f29c6e23f},C,113824,180364,1,2024-05-14 17:32:17 UTC

catdb, Yes, {d833f5c5-53d9-46bd -b15d-4e7f29c6e23f},(,113833,3880,1,2024-85-14 17:45:19 UTC

ELEVATION_SERVICE. EXE-18AF159D, pf, Yes, {d833£5c5-53d9-46bd-b15d-4e7§29c6e23},C,113849,100433,1,2024
SETUP. EXE-5CBD389B. pf, Yes, {d8335c5-53d9-46bd-b15d-4e7f29c6e23f},C,113969,108433,1,2024-05-14 17:32
Confidential Levell.docx,Yes,{d833f5c5-53d9-46bd-b15d-4e7F29c6e23},(,113977,103555,1,2024-05-14 17
MSEDGEWEBVIEW2 . EXE-BC2B9IF3B. o, Yes, {dB83375¢5-53d9-46bd-b15d-4e7£29¢6e23F), C,114185,100433,1,2024-85
POWERSHELL . EXE-CALAES17. pf , Yes, {d833f5¢5-53d9-46bd-b15d-4e7F29c6e237},C,114236,160433,1, 2024-05-14
©01700000001BE49713201B6, Yes, {dBI3F5¢5-53d9-46bd-b15d-4e729c6e23F},(,114249,29,1,2024-05-14 17:40:

Authorized activities occurred while Data Defense was running. Unauthorized activities occurred
without Data Defense running which can be during system start up or perhaps if the drive was
accessed from another system while in an external enclosure. It does not necessarily mean the
activity was malicious but can give clues as to how it was accessed.
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